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Claim Amftnr''^«'^^s: 

1 . (currently amended) A method comprising the steps of: 
encrypting a data message m aLa trannmrtter prnmRsnr using a primary transmitter 

secret key vvhftr»in y knnxAm to t ^ ft tr*nftmiHer pmnftftRor but not to a rflceiver nrnnftfflnr to 
form a quantity E , w h e pc i n CI Gama i e nery pUo n i s use d f o r en cry p t i ng the data m eaaage m; 

preparing a quadruplet (anew. bnew.Snewi E) at thf- tmnfimittftr prnfiftsaQr w here: 

anew = modulo p ; 
c 

bnew " 9 modulo pj 

Snew = signature c(3newtbneW'E); 

v^here y = g** modulo p, c is a random number w hi c h is us ed i n t he st e p of en cr yp t i ng t h e 
da t a m e ssag e m u si ng L I Ca rn a l en cry p t i o n, x is a receiver secret key of the receiver processor, 
and the parameters g, and p are picked using a known encryption method; 

wherein snew is a signature which is detemiined by using the same random number c 

that was used to determine anew and bnew: 

franRmitfin^ fh^ quadruplet ^a^f^ P\ from the transmitter nrocassor to tha 

recelvBr processor 

verifying the signature Spew at the rerj^iver p r p pe ^gfo r; 

decrypting anew ^nd bpew at the receiver proceftftor by using the receiver secret key x 

to get the primary transmitter secret key z; 

using the primary transmitter secret key z to decrypt the quantity E and thereby 
obtaining the message m at the receiver prnroggnr 

2. (currently amended) The method of claim 1 and wherein: 

the step of decrypting anew and bnew at the recaiwr prQreRftnr uftinj the receiver secret 

key X to get the primary transmitter secret key z is comprised of computing z = anew/bnew^ ■ 
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3. (cancelled) 

4. (cancelled) 

5. (currently amended) The method of claim 1 wherein: 
the primary transmitter secret key z is determined at th^ tranRmittfer prQcesaor from the 

formula of z = gY modulo p, where Y is a random value chosen from the set [0.,q], where q is a 
value picked using a known encryption method. 

6. (cunrently amended) A method comprising the steps of; 

creating a primary transmitter key 2 at a transmittftr proceasor wherein the primary 
transmitter Way is knnwn tn fhf> tranftmiHftr prnr^fiftrtr hut not tn a recaiver processor: 

creating a secondary transmitter key z' at thp trangmiftar promsftor whAmin thi> 
secondary transmitter key ia kn own in the tranRmittftr prorRasor but not to the receiver 
prnrftRsnr, whptmn the secondary transmitter key z' whieh is a function of z; 

encrypting a data message m , at the transmitter proi^&sor, using the secondary 
transmitter secret key z' to form a quantity E , w herein n Ga mal ene ry ption i s ua ed f tw 
encrypting the data meaaage nf^ ; 

preparing a quadruplet (anew. bnew.Snew. E) at the transmitter pmnMsnr where: 
anew ~ ^ ^ modulo p ; 
bnew = g^modulo p; 
Snew = signature c(anew.bn6w,E); 

where y = g"^ modulo p, C is a random numbe r^wKi ah i s used m st e p of iin r r yp » m y4^ 

data meaaaae m uaing El Gama l nrm ypfep, x is a receiver secret key of the receiver pmr-j>Rgnr 

and the parameters g. x, and p are picked using a known encryption method; 

wherein Snew is a signature which is determined by using the same random number c 

3 

PAGE 4f10' RCVD AT S/17/2004 11:24:51 AM [Eastern Daylight Tbne] ' SVR:USPT0-EF](RF*t/3 ' DNiS:8729306 ' CSID:7325498486 ' DURATION (miii-ss):0M6 



)^^86 WALTER TENCZA^^ 



05/17/2004 11:17 73254g848& WALTER TENCZA JR PAGE 05 

that was used to determine anew and bnew; 

tpnftmining t hp gugdrupiet ^ano^^naui^n#%w fmm thp transmitter pmnftRfinr to the 

verifying the signature $new nt thft reoftlvflr pmflftfisnr: 

decrypting anew and bnew fhfi ranftK/ftr prnneRRor. using the receiver secret key x to 

get the primary transmitter secret key z; 

modifying the primary transmitter secret key 7. at the receiver procflsaor, to obtain the 
secondary transmitter secret key z* and using the secondary transmitter secret key z* to 
decrypt the quantity E and thereby obtaining the message m, at the rgmi^'?'' pmrpg^^nr 

7. (original) The method of claim 6 and wherein: 

the primary transmitter key z is provided which is not of the format used for producing the 
ciphertext E; 

the secondary transmitter key z' is computed as a function of z, where the functton is an 
arbitrary function. 

8. (currentty amended) A method comprising the steps of: 

creating a primary transmitter key z at a transmittar proeegBor; 
creating a secondary transmitter key z' which is a function of y at th^ tranannittftr 
procfissnn 

providing a plurality of portion keys which are derived from the secondary transmitter 

Key at the transmittpr procesaor; 

encrypting a data message at the tranj^mittpr pmcftasnr using the plurality of portion 
keys to forni a quantity E . wherein El Gamfll ancryption ia uaftd fftp ewftfypting the data 
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preparing a quadruplet (anew, bnew,Snew. E) Rt thfl transmitter pronflf^anr where: 

anew = 2* '^^'J'^ P » 

bnew = g modulo p; 

Snew = signature c(s»new»bnewiE)! 

where y - g' modulo p. c is a random number wh i tJ i ifl uaftd in thn .itftp of nnfrrypt i ng t he 
44 m \ m m ft ftiu iflgi iLting G C ^ M m m \ .^r^f jy pton, x is a receiver secfet key ofarPHy^ivRr pmoefiaQr, 
and the parameters g, x, and p are picked using a known encryption method; 

wherein snew 's a signature which is detemiined by using the same random numl>er c 

that was used to determine anew and bnew: 

transmitti n g thft giiaHmpiAt ra^ f^y ^ b npyy Snp w tranfimitter proce s sor to the 

rftcfllver processor: 

verifying the signature snew at a fhft rftCftiver processor: 

decrypting anew and bn^ w, at fhft rftCAiver prDceasor, using the receiver secret key x to 

get the primary transmitter secret key z; 

modifying the primary transmitter secret key z. at the raceivBr pnacessor, to obtain the 
secondary transmitter secret key z' and using the secondary transmitter secret key z' to 
determine the plurality of portion keys and using the plurality of portion keys to decrypt the 
quantity E and thereby obtaining the message m, at th^ ffeftftivftr prQcessor 

d. (previously presented) The method of daim 1 wherein 

the signature Snew is detennined by using a Schnonr signature method. 

10. (previously presented) The method of claim 1 wherein 

the signature Snew is determined using a Digital Signature Standard. 
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11. (currently amended) An apparatus comprising 
a tcanRmitter processor; 

wherein the tcansmittaLprocessor 

encrypts a data message m using a primary transmitter secret key 
bnown to the tr angmittpr pronfticif^nr hut not knnwn tn a mrfttvftr nmcftftsor . to 
form a quantity E , wher e i n B Gamal enc r y p ti on is use d t u en^ ^ r y p^ th e data 
me ssa ge m; and 

prepares a quadrupiet (anew, bnew^snew. E) where: 
anew = z* 7^ modulo p ; 

Q 

bnew=^g modulo p; 
Snew = signature cC^new.bnew.E); 

where y = g*" modulo p, c is a random number wh i c h i s used in t h e s te p of 
e ncrypt i ng th e d ata m essag e m usi ng □ Ca rn al en c r y pt i on, x is a receiver secret key of 
fhA rftf^iwer pmr^sRnr ^ and the parameters g, x, and p are picked using a known 
encryption method; and 

wherein Snew ia a signature, and wherein tlie transmitter processor determines 

Snew by using the same random number c that was used to determine anew ai^d bn©w- 

12. (cancelied). 

13. (currently anr>ended) The apparatus of daim 11 wherein 
the transmitter processor uses a Schnonr signature method to determine snew- 

14. (currently amended) The apparatus of claim 11 wherein 
the tmnflmiHer processor uses a Digital Signature Standard to detemnine Snew- 
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15. (new) The method of claim 1 wherein 

El Gamal encryption is used for the encrypting steps. 



16. (new) The method of claim 8 wherein 

El Gamal encryption is used for the encrypting steps. 

17, (new) The method of claim 8 wherein 

El Gamal encryption is used for the encrypting steps. 



18. (new) The apparatus of claim 1 1 wherein 
El Gamal encryption is used for encrypting. 
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